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GENERAL PROVISIONS
Article 1. Scope of regulation

Regulations on the management and employment of information technology
equipment, the employment of the internal computer network and the internet of the
University. These regulations apply to staff, lecturers and employees working at the
University for the purpose of drafting documents, studying, doing scientific research,
exchanging and discussing issues on professional expertise; the exchange of data with the
units and individuals involved according to assigned functions and tasks, etc. must comply

with general regulations on using network services in accordance with the regulations.
Article 2. Subjects of application

Each staff member, lecturer and employee who uses computers to work (hereinafter
collectively referred to as the user) is entitled to use Internet services, email, etc. Other
services (document management, work records, management software, etc.) are provided

to users according to the nature and tasks of the assigned work.



Article 3. Interpretation of terms

Information technology equipment is understood to include: computers, printers,

projectors, network equipment, scanners, etc.)

Chapter 11
SPECIFIC PROVISIONS
A.MANAGEMENT OF USE OF INFORMATION TECHNOLOGY EQUIPMENT

Article 4. Rights and responsibilities of users of IT equipment:

- Users of IT assets and equipment have the right and responsibility in the proper

exploitation, preservation and efficient use, not for private purposes.

- During the working process, when a problem or damage to IT equipment occurs, it is

necessary to contact the IT department directly to fix the problem.
- The use of IT equipment must comply with the following regulations:
+ Do not arbitrarily disassemble or install computers and IT equipment.

+ Do not install software or programs of unknown origin and without the consent

of authorized persons.

+ When a computer malfunction occurs, it must be reported to the information

technology department of the University.
+ Do not leave water, flammable and explosive items near IT equipment.

+ Store IT equipment in the workroom and regularly clean and sanitize the

equipment.

+ Do not turn off and start the computer suddenly with a hard switch or abruptly

unplug the power supply.

+ Do not arbitrarily transport IT equipment out of the University without the

permission of the department manager.



B. REGARDING THE USE OF SERVICES IN THE INTERNAL COMPUTER
NETWORK

Article 5. Rights and responsibilities of service users in the network

- Users are granted the right to use professional software in the university’s internal

computer network and must protect their access rights.

- The use of passwords for professional software is mandatory; staff, lecturers and

employees are responsible for the accounts they are granted.

- After finishing working with professional software in the network, it is necessary to exit
the application or network service before leaving the computers. Do not leave the
computers in the state of accessing the application in your absence in order to avoid the

case of being taken advantage of registration name and password.

- During the working process, when a problem with business applications running on the
network occurs, it is necessary to contact the IT department directly to troubleshoot the

problem.
- The following acts are strictly prohibited:
+ Use someone else’s username and password without authorization.

+ Arbitrarily attempt to penetrate and read materials outside the scope of your

permission.

+ Put in virus-containing data that change the system, programs that cause

transmission congestion.

+ Use the network to reveal information to the outside.
C. EXPLOITATION AND EMPLOYMENT OF THE INTERNET
Article 6. Unauthorized acts in accessing and exploiting the internet

- Access websites that are depraved, unhealthy, have bad content or reactionary ideas.



- Store and distribute documents, pictures, movies, etc. carrying unhealthy content in

computers.

- Open messages with contents attached with files of unknown origin to prevent viruses

from entering the system.

- Arbitrarily download and upload confidential data, documents, or data and documents

not yet published by competent authorities on the internet.
- Use software to exploit data of others in the network.

- Use software and viruses that harm the system.
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